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Abstract

In recent years, with the development of Internet of Things (IoT) technology and
cloud computing, the generation and use of massive amounts of data has become an
important driving force to promote social intelligence. However, it also brings problems
such as data privacy leakage, data silos and inefficient network transmission. To cope
with these challenges, federated learning as an emerging technology provides a solution
for multi-party collaborative data usage.

Based on the federated learning framework, this work designs and implements a
trustworthy multi-party collaborative learning system, aiming to solve the core
problems of trust assessment and anomaly model detection for collaboration among
heterogeneous nodes. This system has significant advantages in terms of technological
innovation, mainly in the two key areas of fine-grained trust assessment and anomaly
detection under privacy protection, and enhances the reliability and security of the
federated learning system through a comprehensive program design. In terms of fine-
grained trust assessment, the system proposes a dynamic fusion algorithm based on
multi-dimensional trust attributes, which makes full use of the historical behavioral data
of the participating nodes, and models the nodes at a fine-grained level from the
dimensions of direct trust and recommended trust. By dynamically fusing trust factors,
the system is able to accurately quantify the trustworthiness of participating nodes, thus
realizing efficient and reliable node selection, avoiding low-quality or malicious nodes
from participating in the learning process, and providing a reliable guarantee for the
construction of the global model. In the anomaly detection under privacy protection,
this system designs a Byzantine detection mechanism without additional computational
overhead. This mechanism ensures the accuracy and robustness of global model
training under privacy-preserving environment by accurately identifying anomaly
nodes in the global model aggregation phase.

Through experimental validation, this system demonstrates significant advantages
in several key performance metrics. In terms of resource utilization, the system achieves
high computational and communication efficiency, optimizes the scheduling and
allocation of node resources in the federated learning process, and significantly reduces
the additional computation and communication overhead. In terms of anti-interference
ability, by designing a fine-grained trust assessment mechanism and an efficient
Byzantine anomaly detection method, the system is able to accurately identify and

isolate malicious nodes, which significantly improves the robustness of the global
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model. Experimental results show that the system is able to maintain stable performance
even in complex environments with uneven node quality or the presence of attack
behaviors. In terms of model accuracy, this system stably improves the accuracy of the
global model to 15%-20% of the traditional method by optimizing the global model
aggregation rules under the premise of privacy protection.

This system successfully solves the problems of participant reliability and model
security in federated learning through the innovative trust assessment mechanism and
privacy-protected anomaly detection method, which significantly improves the
robustness and resource utilization efficiency of the system. In the future, this system
will further optimize the core algorithm, expand the application scope, and commit to
building a safer and more efficient multi-party collaborative learning system to

accelerate the intelligent development in the era of Internet of Everything.
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5 S R SR AT LR 5 ST PR o RS 2 o) I 2R MNIST F 5 dfa g, ol
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